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Abstract - In order to make the best utilization of a link in computer networks,
Active Queue Management (AQM) algorithms are generally used in a variety
of methods. In this paper, a systematic control strategy based on self-scheduled
H_., considering the dynamics of the window-based TCP flow, is proposed.
Then, the robustness of the designed controller to disturbance and parameter
fluctuations of the plant is shown via simulation results.
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INTRODUCTION

As the data traffic is vastly increasing in computer networks, there are two major methods
for providing a good end-to-end quality of service (QOS) for customers. The first one is
increasing the overall bandwidth available in the network, which is not always economical
or practical, and the other one 1s Traffic Engineering (TE). Active Queue Management
would probably be one of the most commeon methods for Traffic Engineering in which
we try to avoid the congestion of the incoming data in the bottleneck switches and routers
by providing some sort of feedback information for data transmitters so that they could
adjust their sending rates in a way to minimize congestion in the buffers of bottleneck
routers.

Generally, two approaches are used for congestion control in communication networks.
The first one which is called Window-Based control is mostly used in TCP/IP networks.
In this method, as congestion increases, bottleneck switches or routes mark/drop packets
using algorithms such as Random Early Detection (RED) and senders step down their
windows size to reduce congestion in bottleneck queues. The second method, known as
Rate-Based control, is mostly used in ATM and MPLS networks. In this method, transmitting
rates of the senders are directly determined by the bottleneck switches. In this paper, we
are concerned with Window-Based congestion control for TCP based data traffics. AQM
tries to provide QOS in two ways: One is to reduce the average length of queue in routers
and decrease the end-to-end delay experienced by packets, and the other is to provide a
good utilization of links by reducing packet loss caused when the queues overflow. AQM
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1s especially important for Internet traffic flow and TCP-based protocols to provide
an end-to-end congestion control. RED [3] was originally proposed to control the queue
length by intelligent marking or dropping packets. It is the only recommended candidate
for achieving AQM in RFC2309. In [3,7] leading researchcrs have proposed implementation
of RED as a good choice for AQM in IP routers, but there are some important problems
associated with RED, which sometimes make it a poor candidate. First, tuning of RED
parameters for a given network is usually a hard job and there is no spectfic straightforward
method to adjust the RED parameters for the best utilization of the nctwork. The second
problem is that once RED tuned, the performance is very sensitive to traffic and parameter
variations, and many studics have shown that RED 1s not a robust method for congestion
control and would sometimes lead to instability and large oscillations. One important
reason that RED is not the optimum solution for congestion controli is that it works on
some probabilistic heuristic functions which do not directly take the dynamics of the traffic
into consideration. Although numerous variants of RED have been proposed such as SRED
[8], FRED [6], Balanced RED [1], etc., all works use a heunstic function in the samc

way. One other approach for AQM, proposed recently, is to find first a mathematical modci
of the traffic being studied and then according to that model with the cost of some morc
complication, compared to purc RED algorithm, design and implement the controllcr.
While finding an exact mathematical model for the large-scaled Internet network dynamics
is a hard job, in [7] a nonlinear dynamic model for TCP flow control was developed and
tested. Based on this model several control schemes have been recommended in [4,5,7].
The controllers developed in [5,7] though successfully removed some limitations of RED,
have also some shortcomings in the real Internet traffic mainly due to not considering the
variations of model parameters. In {4] this shortcoming was to somc extent covered by
designing a robust Sliding Mode Variable Structure (SMVS) Control, but the switching
surface and, thus, the controller was best designed at particular fixed-parameters and,
hence, would not work optimally for all paramcter values. In order to make for this
shortage, a self-scheduled Heo control for the parameter-varying system of TCP flow

dynamics is proposed.
TCP FLUID-FLOW MODEL

In {7] a dynamic model of TCP behavior was developed using fluid flow and stochastic
differential equation analysis, the accuracy of this model was then shown by simulation

results. The model is a coupled nonlinear differential equation as follows:
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Where:

W: average TCP window size (packets);
q: average queuc length;

q(y L
R = el + Tp : Round-trip time (secs);

T}, the fixed propagation delay;

C: link capacity (packets/sec);

N- load factor (number of TCP sessions);
p: probability of packet mark/drop.

The first equation in (1) describes the control dynamic of the TCP window; the 1/R
term shows the windows additive increase due to round-trip delay while the W/2 term,
models the windows multiplicative decrease by packet marking probability p and the
second equation simply models the rate of bottleneck queue length changes as the difference
of arrival rate and capacity of the link.

This nonlinear and time-varying model was then linearized about an operating point
by small gain linearization. Considering the time-varying characteristic of parameters it

can be shown that the linearized model would be as Figure 1:

Where:
G(s) = K1)
[s + A(B)I[s + P(6(1))] 2)
_ __2N@ _Cwy
O =20 " ®oco P v 3)
b’(t) K(S) P(t)'Po G(S)e-RS Q(t)"b‘ef
Figure 1

G(s) would be considered as the plant and K¢s) is the controller to assign p(?) in such
a way that g(7) well tracks g, specified by the operator or designer, 0 is the vector [R C
N]. Details of linearization are presented in [7]. This block diagram induces a systematic
design strategy for congestion control considering the dynamics of the plant rather than
just empirical and stochastic methods used in RED. In this model, variation of plant
parameters are well illustrated in K¢z), T/(1} and T2(1). Parameter variation is something
very common in large-scaled networks like Internet. While equation (1) presents a reasonable
model for the Internet traffic, it is by no means a complete model. For example it ignores

the timeout caused by lacking enough duplicated ACKs in services such as HTTP or Telnet.

January/ June, 2006 Iranian Journal of Information Science & Technology, Volume 4, Number 1



16 A Robnst Window-Based Active Queue Management Based on Hx Control

Besides, UDP packets are not considered in this model.

SELF-SCHEDULED Hy, CONTROL DESIGN

In [5,7] the controller K¢s) was designed by considering all time-varying parameters
conslant values. This is not the casc in practice, for example consider number of TCP
sessions, N(t), in the bottlc-neck router changes in a range /~250 which can be the casc
for real data traffics and consider it as the only variant, then the pole /72 will change
by a factor of 250 and the dynamics of the plant is greatly changed. Even in [4] although
the Sliding Mode Variable Structure is partially a robust method, variation of parameters
was not directly taken into consideration for designing thc switching surface and control
signal, in other words once K{s) designed, the structure of the control signal computation
1s the same for all parameter values. It is much better to propose a controller which selt-
tunes as parameters of the plant are varying. Note that O(7) can be sensed and measured
in real time since the values of Rz), N¢t) and Cyt) arc all available at the bottle-neck router.
subsequently the control strategy can exploit the available measurement of 0 to increase
performance. To proceed, noting that K(#) is measurable, first rearrange the block diagram

of Figure | as Figure 2.

€ref e(f) R [3(.8‘) . " (f(f
K(3) Gisye ™ ___z

Figurc 2

Where:

A | ]
(7r(s) = (r{y)=
= o T e o)

pls)=K(8)p(s)

Now converting the transfer function of the plant to controllable canonical state space

equations we would have:

X = ABUNX + BOUNT +W(B(1)
Y = CIOUNX + DGO (3)
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@ (6)= R(§)P2AO) =
R (1)) (6)
4 (8)= P(8)+ Py () = —— 4 "D

R RE(NCW)

Plants of the form (5) are called linear parameter-varying (LPV) plants, which can be
viewed as linear time—invariant (LTI) plants subjected to time-varying parametric uncertainty
0(t).A customary approach for designing controllers for such plants is to divide the space
into arecas of small parameter variation where the plant is regarded as LTI, design an LTI
controller for each region and use some sort of gain scheduling or interpolation to construct
the overall control law. The shortcomings of this method are described in [2], but probably
the most important deficiency of this approach is that these gain-scheduled controllers are
not even guaranteed to stabilize except in the case of slowly varying parameters. A better
approach which best matches our problem characteristics is to use self-scheduled Hoo
control using Linear Matrix Inequalities (LMI), proposed in [2].

Now consider that the time-varying parameter 0 varies in a polytope ® of vertices 01,
02,....0r.

That is:

0e0:=Co{0(,0,...0}
In this case, the plant matrix P (0) ranges in a polytope of vertices P, P, ....P,,
That is:
A(9) B(0) A4; B; Afwy B(w;)
€Ep= = = 1,...r,
C(0) D(0) C; D; Ctwy) Dfwy)

Note that mostly, specially in our very problem, P can be related to 6 which means
that a;(¢) can be found such that expressing () as:

08(t) = E] a; (1) 0, 0; : constant vertices ;j a; =1 would result:
A(B) B(0) , AQ; B,

b= = 2a,
c®) e/ C®) DO

Theorem: For system (5) with two conditions:
1- O can be measured real-time

2- P is affinely related to 9,

Given the positive constant v, if there exists some (n+k)x(n+k), positive definitc matrix
X and kth order LTI controllers:
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Aki By
Cki Dk
can be found such that the following linear matrix inequalities hold:
BA,(6),B.0).C.@).DAOX) )
A X+XY, KB G
= B/X —y1 D/ |<0 i=l.r
R
then:

G <y (8)

- H])cl + Cc:.’ (sf — Am’ )-l Bc[

where cl denotes the closed loop and v is the performance bound to be minimized.

The overall controller state space can be shown to be:

d 4 Agp; By
Q=X o (0 Q=X a; 0] K Ki 9)
i=1 f=] C,. D, .
Ki Ki
A detailed description and proof of this theorem is presented in [2].

Now returning to our problem, 8(7) has two elements a,(?) and a,(1), so 8 is varying
in a planar surface. Consider the following parameter variations that might be common
in practice:

N(: 1~ 300

Tp: 0.02 sec

g0: 0~ 300 packets

Ctr): 1250~7500 (packets/sec)

Regarding (6) we have:

aln?i!1<a1< A max a2mr.'n< a2< D o2max
where:
Afmin™ (.09 4 | max =60000
azn?in:_g.g azmax:],?j()
i, a
91 _ [ Imin } 0, = [ ]max]
D 2min - A2min
03: [afmin] 932 [almax]
Dmax Dmax

s0 6(t) varies in a polytope & of four vertices.
To calculate ; (i=1,2,3,4}, first the LFT model of the plant is driven. In order to
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attain a better performance range (y), two filters W, and W are considered as in Figure
3. W, was sclected as a first-order high-pass filter so that the control signal does not have
sharp changes; W was selected as first-order low-pass filter. There is also a constraint

to be met and that is;

L (10)
O<pit)=——p@i<1
P ) P
Using matlabs LMI toolbox to solve the four LMIs in (7) and after a little try and error
for tuning filters ¥}, and W to gain an acceptable y and also meet constraint (10), £3; (i=1,

2, 3, 4) has been computed on the vertices of the planar surface with:

y-0.08 W= —= __ g 2
5+ 400000 [+0.1s

Gref eft) . 13(3‘ grt)
K(s) >

Figure 3

In order to obtain the overall control law given by (9) an affine relation between P
and 6 needs to be found, a;(¢) can be computed as follows:

al=xy a2=(l-x)y
a3=(I-y)x ad=(1-x)(1-v) (1D
where:
amax = 410 A = 9200
x ()= vt = (12)
A max = Cmin Dmax - la,?rm'n(z)

It can be easily seen that a; in (12) are convex coordinates, since they satisfy 0<=a;<=1

and

-
Ea,sl
=1

So the overall control scheme would be as follows:
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[nitialize:
A By

t=0, Q,:[ K ‘*} P=1,..4
CK: DKI

At each epoch of packet arrival

Compute a,(7) ' =1.2,3,4 from (11)
4

Q = Zal('[k)Q}
1=}

Measure (-go and compute p(r.)

If p(r,)>K

pleg) =K (p(r)=1)

Else if p(r,) <0
Pt ) =0 (pr)=0)

End

To evaluate the self-scheduled Hge controller performance, the parameters are moved

along the trajectory shown in Figure 4.

opax | o 2 _- — \\—
; : o e :\|

pmin

Ay A imax

Figure 4 Figure 5

Suppose at r=0 the parameters are located at point A, during the simulation, parameters
are varying along the trajectory till they reach point B at r=1720 sec,.

The reference is set to 700 packets at /=0 and then at r=22sec, 1t is set to 40 packets
and at r=60sec again returned to /00 packets. From Figure 5. it is seen that although the
parameters are moving dramatically in a wide range according to trajectory of Figure 4,

the butfer length has a good track of the reference mput.
r

N <

Figure 6
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Now to show the effectiveness and performance of the self-scheduled Hos controller,
we evaluate it for a more realistic scenario. The network topology is shown in Figure 6.

The combination of N Sources (N=20) will connect TCP sessions at random times
during 60 seconds for 6 times and each connection consists of 2 short-lived burst sessions,
which last just for 2 seconds. The capacity of node A equals 30Mbps and the delay between
all sources and bottleneck router is 20msec. Maximum buffer size of A equals to 300
packets and the detfault size of the packet is 500 bytes. Let the reference buffer size be
200 packets. The simulation result is illustrated in Figures 7 and 8.

It is seen that in spite of the random nature of establishing and ending TCP connections
on the bottleneck router, which causes the plant dynamics to change very fast, the controller
soon tunes itself for the new dynamics.

Self-tuning is important for perfect AQM in practice since the nature of data traffics
in communication networks are mostly random and no specific and deterministic algorithm
can be found for them, especially bottle-neck routers involved with passing Internet data
traffic have no deterministic arrival pattern since the number of sessions established for
customers connecting to an Internet Service Provider (ISP) varies in a dramatically random

fashion.

w0k - Lo B
ID k H . . 4:.. - T —|

200

Wm0 -

100 | e e e e e B

0 \ i o i i

2n 3a 40 A 2l

Mearking/dropping probability

_\
o

.30
Hme

Figure 7 Figure 8

CONCLUSIONS

AQM would be an effective mechanism for congestion control and it provides a good
end-to-end QOS, especially it seems to be a necessity for the health of huge and complex
networks such as Internet. It was shown that by considering the real mathematical model
of the nature of data traffic, the problem of managing AQM is converted to designing a
controller, using classical and systematic control techniques. A self-scheduled Hee controller
for providing QOS and improving utilization was developed. The controller was designed
to provide buffer management considering the linearized model of TCP connection
dynamics for bottleneck routers, it was very robust to the change of dynamics of the plant

caused by random nature of data traffic and was claimed to remove some of the shortcomings
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of RED algorithm.
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